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Companies prepare for new
regime as GDPR beckons
Organisations readiness varies and they cite the importance of top-
level support. Laura Linkomies reports.

GDPR – a useful tool and
status changer for DPOs
Beverley Flynn reports on the changing status of Data Protection
Officers under the EU General Data Protection Regulation.

The EU General Data Protec-
tion Regulation (GDPR) is
coming to the UK and, with

it, the requirement for public author-
ities and certain other organisations
(whether data controllers or data
processors) to appoint a data protec-
tion officer (DPO) to assist with
compliance. Although the use of

DPOs is established in certain juris-
dictions, the mandatory DPO model
is new for the UK.

Whilst some UK organisations
have had an in-house voluntary
DPO function for some time, the
concept of a mandatory officer will

APL&B roundtable facilitated
the exchange of ideas and
experience on GDPR com-

pliance and readiness. It was clear
that while some organisations are
quite advanced in their preparations,
others have focused only on certain
areas and are waiting for more
 guidance from the ICO and the EU

 Article 29 DP Working Party.
The first topic to be discussed was

data mapping, which has been widely
regarded as a tool to get ready for the
GDPR’s accountability requirement.
While the general notification
requirement has been abolished,
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be new particularly for small and
medium-sized businesses. Businesses
that need a mandatory DPO will need
to ensure that any existing DPO role is
in line with the GDPR requirements.
The distinction between a mandatory
or voluntary DPO may also mean that
it takes some time for the industry to
embed these changes and appreciate
the value and advantages of each role.
In addition, there is potential for more
widespread use of external DPOs
(either individual consultants or
organisations) – again, a concept
already used in other jurisdictions. 

The recent EU Article 29 Data
Protection Working Party guidance
entitled “Guidelines on Data Protec-
tion Officers” (Article 29 Guidance)
gives some further granularity to the
position. The Article 29 Guidance
reflects the move towards an account-
ability-based compliance framework
and specifically states that DPOs will
be at the heart of the new legal frame-
work and facilitate compliance. So
how might the GDPR affect the role
of DPO? 

damo=obnrfobjbkq Ó
slirkq^ov lo j^ka^qlov\=
Data controllers and data processors
must appoint a mandatory DPO in
any case where: 

the processing is carried out by a1.
public authority or body, except
for courts acting in their judicial
 capacity; 
the core activities of the data con-2.
troller or data processor consist of
processing operations which, by
virtue of their nature, their scope
and/or their purposes, require reg-
ular and systematic monitoring of
data subjects on a large scale; or 
the core activities of the data con-3.
troller or data processor consist of
processing on a large scale of spe-
cial categories of data (i.e. sensitive
personal data) or personal data
relating to criminal convictions
and offences.
UK legislation could also require

organisations to appoint a DPO in
other circumstances. 

The Article 29 Guidance helps
clarify the meaning of “core activi-
ties”, “regular and systematic

 monitoring” and “large scale” which is
useful. Core activities are considered
to be operations necessary to achieve
the data controller or data processor’s
goals. For example: in the case of a
hospital, processing health records for
patients’ healthcare would count as a
core activity. For a security company
carrying out surveillance on behalf of
shopping centres, the surveillance
would be a core activity. Ancillary
support functions necessary or essen-
tial to an organisation simply to sup-
port the core activity of the business
itself would not normally be consid-
ered core, for example, payroll and IT
support. At this stage, the Article 29
Guidance does not give precise num-
bers but does give some helpful exam-
ples of what might be considered
“large scale”. This includes the track-
ing of data subjects via travel cards, the
processing of geo-location data of an
international fast food franchise’s cus-
tomers for statistical purposes by a
data processor specialising in that
service and the processing of personal
data for behavioural advertising by a
search engine.

The first step for in-house DPOs
will be to decide whether the manda-
tory DPO requirement applies, or
whether the DPO has the option of
retaining a voluntary status. The Arti-
cle 29 Guidance makes clear that
where a data controller is required to
appoint a mandatory DPO, it does not
follow that the data processor is also
required to do so. In practice, it may
be that more data processors may be
required to appoint mandatory DPOs
if they specialise in large-scale data
management. For the first time,
processors will be directly affected by
the legal requirements. 

Even if the mandatory requirement
does not apply, the Article 29 Guid-
ance positively encourages the volun-
tary appointment of DPOs. The inter-
esting aspect for those sitting as
voluntary DPOs is the extent to which
the GDPR requirements can or do
apply and will impact on their role.

_radbq ^ka crkafkd Ó=^
rpbcri qlli
The GDPR may well be a useful tool,
as it includes various legal mechanisms
to preserve the DPO’s independence
and efficacy. In particular, organisations

will need to ensure that:
their DPO is provided with the1.
necessary resources and access for
the DPO to perform tasks and
maintain knowledge (this may
involve training);
the DPO reports to the highest2.
management level of the organisa-
tion;
DPOs are not given instructions3.
regarding the exercise of their tasks
and can act in an independent
 manner; 
DPOs are not dismissed or4.
penalised simply for performing
their tasks; and
there is no conflict of interest with5.
the DPO’s other duties.
Failure to observe the rules in rela-

tion to DPOs could attract fines of up
to €10 million or 2% of worldwide
annual turnover, whichever is higher.
This may be a useful tool in the
armoury of those DPOs that are seek-
ing to secure budget, implement proj-
ects, obtain resources and looking to
fulfil ongoing training needs. 

pbkflo j^k^dbjbkq _rvJfk
A possible frustration for those nomi-
nally in charge of data protection can
be a lack of resources or a senior spon-
sor. The GDPR introduces the concept
of a mandatory DPO positon, thus
securing the legitimacy of the role and
adding further gravitas. The GDPR
text together with the Article 29 Guid-
ance also provides useful further writ-
ten detail, which DPOs can point to in
order to ensure that they:

are invited to participate regularly1.
in both senior and middle manage-
ment meetings;
are present when decisions affect-2.
ing data protection implications are
made;
are someone whose opinion carries3.
weight, and if their advice is not
followed, relevant parties docu-
ment the reasons for not following
it;
are promptly consulted in the case4.
of a breach;
are actively supported by senior5.
management possibly at board
level;
have sufficient time to devote to6.
their activities particularly in
shared roles;
are given adequate financial7.

DPOs ... from p.1
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resources and infrastructure; 
have their official designation com-8.
municated to the organisation; 
have access to continuous training;9.
and 

are given access to support within10.
the organisation.

aml=mboplk^i if^_fifqv
There has been some concern that the
DPO may be personally responsible
for non-compliance with the GDPR.
The Article 29 Guidance makes clear
that mandatory DPOs are not per-
sonally liable and that it is still the
data controller or data processor that
bears the ultimate risk. 

tel `^k _b ^ aml\
^ééçáåíáåÖ= ~å= ÉñíÉêå~ä= amlW
Whilst the current trend of many
organisations is to appoint one inter-
nally, choosing the external DPO
model can also be an option when
managed carefully. The external
provider may be either an individual
consultant or an organisation. How-
ever, they must have sufficient levels
of (i) expertise and (ii) professional
qualities, with knowledge of both the
business sector and the relevant
organisation to enable them to fulfil
their role. External DPO’s may be a
useful resource for small to medium-
sized entities, where the use of data
protection officers has not been
addressed, or so far been allocated on
a nominal basis. 
pÜ~êÉÇ=~åÇ=ëáåÖäÉ=amlëW=A group

of undertakings/companies can
appoint a single DPO so long as the
DPO is easily accessible from each
establishment, i.e. the DPO is accessi-
ble by data subjects, the Supervisory
Authority and internally to the organ-
isation as a whole. Being able to com-
municate in the language of the desig-
nated Supervisory Authority and the
data subjects will be helpful here. A
DPO can then make use of others
within the organisation or have a
team. note, in the case of a team,
there can be certain requirements to
give details of the DPO. For example,
there is a general requirement to pub-
lish the contact details of the DPO
(which need not include a specific
name). However, in the case of a
breach, the name of the DPO must be
given to the Supervisory Authority. 

bÇìÅ~íáçå~ä= èì~äáÑáÅ~íáçåëW There
are no specific educational require-
ments, but the DPO must be able to
fulfil the criteria set out below. For
existing DPOs in their jurisdiction and
existing organisation, this is unlikely to
be an issue. 
bñéÉêíáëÉW= The level of expertise

must be commensurate with the nature
and sensitivity of the personal data. For
example, if the processing involves sen-
sitive personal data or systematic trans-
fers outside the EEA, this would need
to be taken into account.
mêçÑÉëëáçå~ä=èì~äáÑáÅ~íáçåëWAlthough

no specific exam or certification
requirements are currently specified, it
is relevant that the DPO has expertise
in national and European data protec-
tion laws and an understanding of the
GDPR. This is in addition to the
knowledge of the business sector and
the organisation itself.
^Äáäáíó= íç= ÑìäÑáä= í~ëâëW Although a

given in most job descriptions, this is
understood to mean having the requi-
site personal qualities and also having
the ability and position within the
organisation. 
`çåÑäáÅíë= çÑ= áåíÉêÉëíW= It is also a

requirement that the DPO fulfils its
tasks so as not to result in a conflict of
interest. This means the DPO must be
able to act in an independent manner,
although this in itself does not neces-
sarily prevent a team approach. The
DPO may have other roles in the
organisation provided it does not lead
to such a conflict. notably, the Article
29 Guidance specifically suggests that
DPOs should not hold a position
which could lead them to determine the
purpose and means for processing per-
sonal data. As a rule of thumb, the Arti-
cle 29 Guidance suggests that senior
management positions such as Chief
Operating Officer, Chief Financial
Officer or Head of Marketing or HR or
IT may give rise to conflicts of interest,
but this is dependent on the organisa-
tional structure. 
båÜ~åÅÉÇ= êáÖÜíë= ~Ö~áåëí= ÇáëJ

ãáëë~äW Once the GDPR comes into
effect, mandatory DPOs will have
enhanced rights against dismissal and
legal rights to access to resources and
training. Therefore, it appears that the
enhanced workload that the GDPR
brings with it may not be without
some benefits to DPOs.

qeb ol^a ^eb^a
Having personally experienced being
in the position of both internal and
external Data Protection Officer, are
there any benefits to a company in hav-
ing an external DPO? Certainly cost-
sharing can be a financial benefit which
can bring with it greater efficiency and
cost savings. The advantage that an
external DPO can bring is an element
of independence, which is a require-
ment being sought under the new
regime to avoid the inevitable conflicts
of interests which an internal appointee
may face. 

Under the new framework of the
GDPR, DPOs must have sufficient
knowledge of the business and may
need to be involved at significant deci-
sion-making stages. This means that
the logistics of a shared external DPO
with sufficient knowledge of the busi-
ness has the potential to be challeng-
ing. For example, all parties will need
to be aware that the external DPO
needs time to adjust to local company
culture and its organisational struc-
ture. Ultimately the aim must be to
encourage the business to facilitate the
DPO’s integration, and involve the
DPO at all levels whether HR, sales,
marketing or IT. 

The road ahead is not likely to be an
immediately straightforward one, but
potentially there will be plenty of DPO
roles in the workplace and market - and
companies will quickly become accus-
tomed to having a useful DPO to bring
expertise and legal compliance to every
aspect of their business. 

Beverley Flynn is head of Data Protection
at law firm Stevens & Bolton LLP and has
experience in-house as a data protection
officer. 
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Guidance emerges on
GDPR but not on Brexit
The EU Art. 29 Data Protection Working Party issued guidance for
comment last December on GDPR implementation on the right to
data portability, Data Protection Officers, and on identifying a con-
troller or processor’s lead supervisory authority.

UK-based companies with international clients and associate compa-
nies are becoming increasingly busy preparing for the GDPR (p.1).
But those UK-based companies whose data processing is limited to
personal data of UK data subjects are still unclear about how the law
will apply to them in the period after the UK leaves the European
Union.

The reason is that there is no clarity yet as to what the UK future data
protection framework will look like for organisations with operations
wholly in the UK. The Information Commissioner, Elizabeth
 Denham, is nevertheless planning GDPR guidance on children’s per-
sonal data and consent, and the ICO has updated its GDPR guidance
on its website to reflect guidance from the EU Art. 29 Data Protection
Working Party (p.13). She considers that Brexit should not mean Brex-
it for data protection, and has been advising the government accord-
ingly. Matt Hancock, Data Protection Minister, has confirmed to Par-
liament that the GDPR will apply in the UK starting in May 2018, but
is keen to make wide use of the derogations available (p.12). Consulta-
tions are promised on the main changes. We will alert you when details
emerge.  

In the meantime, companies are advised to put a DPO in place or
appoint an external adviser (p.1). But what about the UK’s EU ade-
quacy (p.18)? Will the UK have to apply for such an assessment in the
future and join the queue after Japan and South Korea? The new
Investigatory Powers Act (p.16) may cause problems on that front due
to the extensive surveillance powers it permits if necessary and
 proportionate.

Our knowledgeable UK correspondents bring you news, analysis and
compliance tips regarding security aspects and liability for companies
of the Internet of Things (p.9), data protection damages (p.7) and data
breaches under the GDPR (p.14). 

Laura Linkomies, Editor
PRIvACy LAWS & BUSInESS 
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